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Intrusion Detection Systems (IDS), Video Management Systems (VMS), and Visitor
Management Systems.

The Certificate Validation System provides the necessary functions to perform identification
and authentication of the individual using the PIV ID card. It is made up of several compatible
and interoperable components that may include: servers, validation software that acts as an
interface between the card reader and the door controller, and registration and management
software. Validation Systems are generally made up of software and hardware components.
They can operate on a physical server or cloud-based solution.

The PIV Card Reader is an accepting device that performs functions to interact with the bearer
of the credential and the credential itself via the Certificate Validation System. It is installed at
an access point, door, portal, or gateway. A PIV Card Reader may be a wholly-integrated unit,
or it may be an assembly of components including a smart card reader, LCD display; LED lights,
audio, PIN pad, Fingerprint/biometric sensors, etc.

Figure 1: Sample layout for an End-to-End PACS that incorporates the three main categories described above.
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Figure 2: A final component of an APL PACS is the employee’s Personal Identity Verificationi(PIV) card.
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Figure 3: Sample FICAM APL PACS solution implemented within the overall infrastructure of an agency
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SAMPLE ACCESS CONTROL SOW

1 Scope of Work.

This is a contract to provide procurement and services to design, install, configure to site specific
parameters an Enterprise Physical Access Control System, E- PACS, at the following
locations(s):

The system shall be GSA Approved and included on the GSA APL.

Agency Street City State, Zip PoC : E mail, Ph

Contracted service providers are held accountable to the Contractor, who, in turn is responsible
to the Government.

1.1. Description of Services — Introduction.

The Contractor shall provide all personnel, equipment supplies, facilities, transportation, tools,
materials, supervision and other items and non-personal services necessary to perform the
procurement and installation of an Enterprise Physical Access Control System, E-PACS for the
facilities listed above as defined in this Statement of Work, SOW. The Contractor shall perform
to the standards in this contract. Contractor deliverables include the removal of antiquated
hardware.

1.2. Background.
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The [Agency] in an effort to achieve compliance with Homeland Security Presidential Directive
-12, HSPD-12, and related requirements and technical standards [Agency at locations] are now
[replacing, upgrading, installing new] PACS. This requires [X number of PACS Credential
readers] at [X number of doors] as determined by the site Senior Security Specialist. The PACS
components must be included in the GSA Approved Product List, GSA APL (see Technical
description Appendix A; Background & Requirements in Appendix B.)

1.3. Objectives.

Contractor will perform procurement of all required PACS system components, licenses, system
design, installation, configuration, acceptance testing of each credential reader of the PACS to
ensure conformance with all parameters in the current version of NIST SP800-116 applied to
access Control points entering " Controlled”, "Limited" and "Exclusion™" areas. The system will
be installed in locations listed below: [X no of buildings located on locations described above].

1.4. Scope.

The contractor shall provide equipment and services for Procurement, Installation and Operator
Training on [System] for Administration, Registration, Provisioning/De-provisioning , Alarm
processing and Event Log generation, and show that registration, provisioning and subsequent
use of an employee's PIV/PIV-1/CAC Credential is completed with certificate validation. All
equipment shall be new, unused, and covered under manufacturer's warranty period. Warranty
period shall be no less than 24 months and warrant period shall start at [time of installation].

1.4.1. The contractor shall provide complete set of “As-Built" system drawings at each
site. System drawings shall clearly show each cable, PACS component, server,
workstation (Client) and other equipment installed.

1.4.2. The contractor shall provide training to [Specify number and roles of system
operators] to be proficient in normal system operations.

1.5. Period of Performance. [List period of performance for each location]

1.5.1. Contractor is required to perform all work during normal Federal business
hours.

Services shall be performed between the hours of 8:00 a.m. to 4:00 p.m. Monday through
Friday excluding federal holidays. The recognized Federal Government holidays are as
follows: New Year’s Day, Dr. Martin Luther King’s Birthday, Washington’s Birthday,
Memorial Day, Independence Day, Labor Day, Columbus Day, Veteran’s Day,
Thanksgiving Day and Christmas Day.

1.6. System Acceptance.
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The contractor shall show:

- That registration, provisioning and subsequent use of an employee's PIV/PIV-I/CAC
Credential is completed with certificate validation.

- That each alarm is processed, annunciated on the Alarm monitor in text for New Alarm
and Acknowledged Alarm, Cleared Alarm

- That each camera is activated and video from each camera is displayed on designated

video monitor. (Video surveillance is optional. See Appendix E for examples of
optional video equipment. Subsequent references to video equipment may be deleted if
not part of the requirement).

- That each event that shall trigger video from a designated camera causes system to
display video from correct camera to correct monitor; video camera is released as per
policies established Security Specialist policy. (Video is optional, see Appendix E.)

- The system shall pass a predefined Quality Control test

1.6.1. Quality Control.

Contractor is required to demonstrate that the system run without off-line errors, reader
errors, and alarm errors for a period of 15 business days after the installation work is
completed. System acceptance requires that this test is fully and successfully completed.
Any equipment made deficient through contractor negligence, the contractor will be the
financial responsibility and will be responsible for replacement.

1.6.2. Special Qualifications.

- The contractor on-site staff shall include at least one current System Engineer ICAM
PACS, CSEIP, and Certification as per GSA requirement (see IDManagement.gov
website HSPD-12 Approved Service Providers)

- The contractor on-site staff shall have valid PACS manufacturer training &
certification.

1.6.3. Post Award Progress Meetings.

- The contractor agrees to attend any post award meeting convened by the contracting
activity, or contract administration office in accordance with FAR as appropriate to
review the contractor’s performance. The contractor will appraise the Government of
problems, if any.

- Appropriate actions shall be taken to resolve outstanding issues. These meetings shall

be at no additional cost to the Government.
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1.7. Contracting Officer Representative (COR).

The COR will be identified separately. The COR monitors all technical aspects of the contract
and assists in contract administration; maintains written and verbal communications with the
contractor; issues government provided property, drawings, site entry. The COR is not
authorized to change terms and conditions of the contract.

1.7.1. Government Key Personnel.

The following personnel are considered Key Personnel by the government for each Task
Order:

[List Task Order, Key personnel and contact information]

Task Order | First Name Last Name Organization PH: E Mail

1.7.2. Contractor Key Personnel.

The contractor shall provide a Contract Manager who shall be responsible for the
performance of the work. The name of this person and an alternate who is authorized to,
with full authority, act for the Contractor when the Manager is absent shall be identified
in writing to the contracting officer.

The contract manager, or alternate, shall be available business hours during the Task
Order Period of Performance.

1.8. Contractor Travel. Fill with specific agency/ contract policy language.

1.9. Specific requirements
1.9.1 Installation.

The contractor shall acquire and install an Enterprise Physical Access Control System, E-
PACS that complies with all relevant HSPD-12, NIST SP800-116 R1 requirements for
card & cardholder authentication and standards for entry to Controlled, Limited and
Exclusion designated areas as determined by Agency Senior Security Specialist and
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function as described in NIST SP800-116 R1. The installation shall be completed one
door at a time. No door shall be partially inoperable overnight.

Security Areas ‘ Number of Authentication Factors Required
1
2
3

1.9.2. Equipment.

All PACS equipment shall be proven to meet HSPD-12 requirements and be included on
the GSA Approved Product List, GSA APL. (See IDManagement.gov Approved Product
List) Contractor shall submit GSA APL Approval number for PACS Infrastructure,
Certificate Validation System and Readers. See Appendix A. FAR 52.211-6, Brand
Name or Equal is required and incorporated in this acquisition.

1.9.3. Contractor Staff.

At least one employee on Contractor staff involved with System Design, Installation,
Configuration, Acceptance Testing , Corrective Maintenance, Preventive maintenance
(Life Cycle Management) shall have proven competencies and be certified HSPD-12
CSEIP Service providers (See GSA IDManagement.gov web site)

1.9.3.1. All on-site install personnel and technical support will be U.S. Citizens
and have a favorable U.S. Government National Agency Check or a State Issued
Private Security Firm License

1.9.4. Some doors will be interfaced with video equipment for alarm assessment.

Contractor shall install video equipment, Cameras, cabling, storage and monitor
equipment so that specific alarm event at each such location shall automatically activate
video equipment and display the captured images on designated monitor equipment. See
Appendix E for optional video equipment examples.
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2.0. General Requirements - Government Support.

Government will make available IP ranges and switch ports in identified communication closets
for all required peripherals and network connectivity as required to achieve compliance with
GSA Evaluation Program for FIPS 201 Enterprise Physical Access Control Systems, E-PACS.

2.0.1. Programming.
All programming and software load, maintenance will be done on-site

2.0.2. On-Site programming only.

Contractor will not be authorized remote (client) access to network and access control
systems to perform maintenance, trouble shoot problems, or apply software systems.

2.0.3. General Contractor responsibilities.

Contractor shall provide all supervision, tools, supplies, equipment, labor, non-personal
services, installation, testing, and incidental training on the equipment to properly and
successfully complete the work under this contract.

2.1. PACS Equipment.

PACS card readers, software, cameras, door hardware, such as electric locking devices, power
supplies, controllers, electric door strikes, balanced magnetic door position switches, request to
exit devices, associated hardware, wiring and installation will be provided by the contractor.

2.1.1. Connectivity.
2.1.1.1. PACS hardware shall be connected as per manufacturers’ specifications.

2.1.1.2. CCTV hardware shall be connected using fiber-optic wiring. Some
additional wiring and connectivity may be required. See Appendix E for optional
video equipment examples.

2.1.2. Door Details.

Door details include door locking hardware; Balanced Magnetic Door Position Switches,
(BMDPS), Request -to-Exit (REX) devices and associated hardware.

2.1.2.1. Electric Mortise locks.

Electric Mortise locks shall be in fail secure mode, normally locked. Cylinder
lock may be used for key entry override. Lever on Exit side opens door with or
without lock release. Request- to- exit switch in door lever to mask door alarm
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(BMDPS). Hinge with electric power transfer for electric mortise lock and REX
functions

2.1.2.2. Electric Door Strike detail.

Electric strikes shall be quickly reversible from fail safe to fail secure. Strike
shall be in fail-secure mode, normally locked. Cylinder lock may be used for key
entry override. Request to exit switch may be separate, or lever actuated.

2.1.2.3. Magnetic lock.

Magnetic lock shall have magnetic bond sensor. May use internal or separate
BMSDPS. Push bar provides free exit at all times with or without lock release.
Request -to- exit switch in push bar bypass door alarm

2.1.2.4. Emergency Exit doors.
Emergency door exits will include audible buzzers

2.1.2.5. Cameras. (Optional, see Appendix E for examples)

Cameras will be mounted on either the inside or outside of the building as
determined by [xxxxx] and positioned to capture an image of anyone entering or
exiting the building. Cameras will be PTZ and feature native digital motion
detection to capture a specified target determined by the [XxxxXx.]

2.1.3. AC Connection.

-Install direct, dedicated, electrical connection from power panel/source to camera. Use
of direct connect of camera to an outlet where it can easily be unplugged will not be
permitted.

2.1.4. AC Power back up.

-Video and PACS Server AC power circuit shall be connected to emergency AC back-up
generator and shall be capable of sustained server operation for 72 Hrs.

2.2. PACS Reader version.

Readers shall be of current GSA APL listed version as required to maintain compliance with
GSA APL Listing.

2.3. System Operation.
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Option: Remote (On-Site client stations) will need to perform administrative capabilities, e.g.,
schedule setting and viewing access control readers for readers associated with remote (On-Site
client) stations.
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2.3.1. Log-on passwords.

All user and Administrator level login and passwords required for the launching;
updating; and manipulation of all associated applications of the required software for
operation of access control and related Security & Protection/Security Systems will be
US Government owned.

2.4. Operator training.

Contractor will provide face-to-face initial operational training on software operation to System
Administrators, System Operators, and Security Officers to gain sufficient knowledge to
properly perform their assigned Role Duties.

2.4.1. Software shall include a self-help reference.

2.4.2. Option: to purchase telephonic assistance.

2.5. SOW Period.

Contract covers a period of sixty months (5 years) from date of acceptance. Payments will be
made within 30 days of submission of invoices into Invoicing, Receipt, Acceptance, and
Property Transfers (IRAPT). Contractor shall provide detailed invoices to ensure proper
payment for services rendered for each month of service.

2.5.1. Options.

The government will have the ability to execute options with contractor to expand the
stated physical and technological coverage established in the currently listed facilities
(EXHIBITS to be included) to any new construction or reconfiguration of currently
established facilities options.

3.0. Maintenance.

Maintenance actions are restricted to intrinsic equipment failures. Equipment damage as a result
of Acts of God and lifecycle deterioration will be the responsibility of the Government.
Contractor will be responsible for providing a detailed list (MODEL, BRAND, SPECS) of all
damaged equipment to including associated Uninterrupted Power Supply (UPS)/battery supply
requiring replacement to [XXXX] prior to installation for Government funding. The remedy for
equipment failure is the repair/replacement of the failed item through a written request for the
equipment by

the contractor for government funding. In addition to equipment failure, the contractor will be
responsive to different aspects of service interruption or outage. These include the following:

3.0.1. Full Outage or system failure/non-responsive software/hardware that causes non-
operation of the PACS and/or CCTV.
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3.0.2. Partial Outage, where one or more [ XXXX] buildings or entrances/cameras are
affected with complete or partial non-operational status.

3.0.3. Equipment Specific, where singular points of failure in equipment are identified,
thus rendering the node in question inoperable and in need of replacement/remediation
before fully operational service can be restored.

3.1. Failure Reporting

Upon notification by Contracting Officer Representative (COR) or designee of a failure, the
contractor will respond no later than the next business day. The contractor will have a technical
support for consultation during normal business hours, which is reachable by telephone or email.

3.2. Corrective Maintenance priority scheduling
Downtime of the access control or the CCTVs will be kept to an absolute minimum. The
contractor must notify the customer of all projected downtime and estimated time for repair.

3.3. Maintenance activities reporting

The contractor will provide written report of all services rendered at time of repairs. All covered
equipment will be repaired within three business days. If repair of equipment is expected to
exceed the three-business day response time, the contractor will provide written justification as
to the nature of the delay in repair/replacement of identified equipment within 24 hours of
system evaluation.

4.0. Technical Specifications.
PACS Infrastructure consists of:

- One server as per Vendor specification, PACS Application software license for unlimited
number of users to access the server, ACS Database, PACS door/reader controllers as
required, Integration with PIV Certificate System as per GSA APL Approval Letter

PACS Readers.

PACS base consists of [X indoor and X outdoor readers.] See completed Appendix A to
show proposed brand, number of readers, required authentication factors, number of
controllers, certificate validation service and GSA APL approval numbers.

Option: Increase number of readers to minimum of [NN] readers.
4.1. Door Hardware.
Strike locks will be fail-secure and have Panic Door Devices/push bars or Panic Exit

Device Entry Function Lever.

4.5.1. Emergency EXxits.
Emergency exit door hardware shall include buzzers.
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4.5.2. Door strikes.
Door strikes shall be quickly reversible from fail safe to fail secure.

4.5.3. Emergency Entry Override.
Each facility will have at least one entry override — key entry or cipher entry. Method for
override entry must protect against simple force impact or surreptitious entry.

5.0. Maintenance Schedule Quality Assurance Plan

Contractor will propose maintenance schedule and life-cycle replacement for systems and
equipment. The government will approve the plan.

5.1. [XXX] will periodically evaluate the contractor’s performance by appointing a
representative(s) to monitor performance to ensure services are received. [XXX]
representative will evaluate the contractor’s performance through intermittent on-site
inspections of the contractor's quality control program and receipt of complaints from
[XXX] personnel. [ XXX] may inspect each task as completed or increase the number of
quality control inspections if deemed appropriate because of repeated failures discovered
during quality control inspections or because of repeated COR complaints. Likewise,
[XXX] may decrease the number of quality control inspections if performance dictates.
[XXX] will also receive and investigate complaints from various customer locations. The
contractor shall be responsible for initially validating COR complaints. However, the
[XXX] representative shall research the validity of complaint(s) in cases of disagreement
with contractor’s resolution.

5.2. When all pre-final inspection discrepancies have been corrected, the COR will
conduct the final inspection with all or as necessary some of the following: program
manager, [XXX] representatives, the Contractor, and any subcontractors. Acceptable
quality level is 100%.
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5.3. Preventive maintenance and warrantees (included in the Contract and covered by the
contractor) will be performed on all systems quarterly. Acceptable quality level is 100%.

5.4. Documented processes performed and any deficiencies found upon completion of
maintenance will be submitted within five working days to COR. Acceptable quality
level 100%.

5.5. Components that are found not to operate properly or exceeds the components’
lifecycle during preventive maintenance will be repaired or replaced by the contractor
will submit a written estimate to the COR. Acceptable quality level 100%.

5.6. A written request for government funding must be approved before contractor
initiates matters beyond inclusive contracted actions, warrantees, upgrades, updates and
licenses. Acceptable quality level should be 100%.

5.7. The maintenance report will include the following minimum information: the date
and time of the service call, the location of the access control system or CCTV, the
repairs performed, and the name of the technician performing the repairs. Acceptable
quality level should be 100%.

6. Protection, Security and Safety Policies.
6.1. Access and General Protection/Security Policy and Procedures.

The contractor shall be responsible for meeting each of the access and general protection
security policies and procedures for [XXXX. XXXX] and Security personnel will assist
when requested by the Servicing Company.

6.2. Physical Security.

The contractor shall be responsible for safeguarding all Government equipment,
information and property provided for contractor use. At the close of each work period,
government facilities, equipment, and materials shall be secured.

6.3. Sensitive Information.

The contractor shall not disclose and must safeguard procurement sensitive information,
computer systems and data, Privacy Act data, and government personnel work products
which are obtained or generated in the performance of this contract. This includes
dissemination of protocols and papers not generally available through the public
literature.

6.4. Disclosure of Information.

The contractor may be required to access data and information proprietary to another
Government agency, another Government contractor, or of such a nature that its
dissemination or use other than as specified would be adverse to the Government’s
interest. The contractor employees shall not divulge or release data or information
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developed or obtained under this contract except to authorize Government personnel or
upon written approval of the COR. The contractor will not copy or duplicate the
information contained in the administrator’s workstation for system management and
IAW the Privacy Act of 1974. Information contained in the system for
badge/organizational license production will not be downloaded for any purpose.

Unauthorized disclosure of information contained in the system for access to [XXXX]
facilities is prohibited and will require immediate documented reporting upon discovery
by the contractor to [XXXX] for processing. The contractor shall not use, disclose or
reproduce proprietary data that bears a restrictive legend. The contractor shall obtain
written permission of the originator prior to releasing any information. Under Title 18,
Sections 793 and 798, the contractor and the contractor employees are liable for any
improper release of proprietary government information. The contractor shall direct to
the COR all inquiries, comments, or complaints arising from matters observed,
experience, or learned as a result of , or in connection with the performance of the
contract, the resolution of which may require the dissemination of official information.

6.5. Information Assurance.

If contractor personnel support 1A functions, contractor shall obtain the appropriate
Agency approved IA baseline certification prior to being engaged. The contracting officer
will ensure that contractor personnel are appropriately certified and training is
documented. Additional training on local or system procedures may be provided by the
organization receiving service. Information Assurance Contractor Training and
Certification (JAN 2008).

6.5.1. The Contractor shall ensure that personnel accessing information systems
have the proper and current information assurance certification to perform
information assurance functions in accordance with site requirements. The
Contractor shall meet the applicable information assurance certification
requirements, includingZ(1) approved information assurance workforce
certifications appropriate for each category and level as listed in the current
version of [Agency Policy] and (2) Appropriate operating system certification for
information assurance technical positions as required.

6.5.2. Upon request by the Government, the Contractor shall provide
documentation supporting the information assurance certification status of
personnel performing information assurance functions.

6.5.3. Contractor personnel who do not have proper and current certifications
shall be denied access to DoD information systems for the purpose of performing
information assurance functions.
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